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Consent to Share PHI Module
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Consent to Share PHI

Purpose

- Update to existing module
* Previously referred to as HIE Consent Module

- Create consent policies on a per patient basis to share PHI with
External Systems

- Consent policies can be created on multiple levels
- Enterprise
* Practice
« Patient
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Consent to Share PHI
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Consent to Share PHI

Functionality

*  Module Layout

« Left panel displays External Systems
that have a previously configured
consent policy

- X means patient is not sharing with
that system

«  Checkmark means patient is sharing
with that system

[comem N

- Amy V. Shaw (F) 1/20/2007
External System

Orchard

/ ABEM
/ Siemens

Medified

3/13,2017
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Consent to Share PHI

Functionality

« General tab
- Data is based on selected External System
« Enterprise Patient
* YesorNo
* Indicates if the patient has Enterprise Chart enabled
* Consent Status

* Indicates the sharing value for that External System

Consent (=]
- Amy V. Shaw (F) 1/20/2007 _
Orchard
ST R General Advanced
BRLT I13/2017 Enterprise Patient?  Consent Status Effective Date Patient Override?
Yes Dontshare ||  |03a3z017 | Yes
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Consent to Share PHI

Functionality

« General tab
- Effective Date
- Date consent was originally documented
« Patient Override
* YesorNo

* Indicates if Sharing Value was added by user rather than using
default Enterprise or Practice value
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Consent to Share PHI

Functionality

« General tab

/ Siemens

Consent Applies to the Following Practices

» List of practices that have consent policies for that External
System

* Enterprise Patients would have consent applied to all practices
even if they are not listed here

Consent Status applies to the following practices:

Practice Address
E MNEXTGEM Meadical... ?EISIchrsham Road, Horsham, PA, 18044
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Consent to Share PHI

Functionality

« General tab

Do Not Ask Again

* Indicates not to ask for consent on that External System again
* Include Reason

* Has Document
« Scanned documents for consent that go with the External System
» List location of document

«  Comments
*  Free Text
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Consent to Share PHI

Conzent

Amy V. Shaw (F) 1720/2007

External System Medified

Orchard 3/132017

/ ABFM
/ Siemens

General Advanced

Enterprise Patient? Consent Status

Yes

Don't Share

Effective Date

[z] |osnzzor [z

Consent Status applies to the following practices:

Patient Override?

Yes

Practice

Address

@ MEXTGEN Medical.. 795 Horsham Road, Horsham, PA, 19044

|| Do Not Ask Again

[] Has Document

Comments

[ Mote: Enterprise Default is *Share’, Practice Override is 'Don‘t Share”

Use Default

—

Update Close
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Consent to Share PHI

Functionality

« Advanced tab
« Confirmed By
* Who gave consent for the selected External System
« Last Modified By

* Last user who documented the consent override for the selected
External System

- Alert Icon indicates system cannot determine consent status
* No consent confirmation or override documented
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Consent to Share PHI

Privacy Consent

(=]
- Amy V. Shaw (F) 1/20/2007

External Syst e - Orchard
: Modified General | Advanced

Orchard 3 y,
& AEFM 3/28/2017
& Siemens 3/28/2017 Confirmed By: | Jason Argo notty - Adopted Child - Next of Kin E|

Last Modified By: NextGen Admin @ 3/15/2017 3:37:08 PM

| Use Default H Update H Close
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Consent to Share PHI

Functionality

- Consent Policies
« Consent to Share PHI is not just a simple Yes or No
- Different variables can affect how the consent is handled
* Directionality
*  When will the PHI be shared with the External System
*  Publish

* Does the patient want to share information only when
it's published to an HIE?

« Access

* Does the patient want to share only when the External
System requests the data
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Consent to Share PHI

Functionality

- Consent Policies
* Enforcement
* Where is the consent policy enforced?

 Local
 External
 Level

- Enterprise
*  Practice
* Multiple External Systems

Confidential — Proprietary Information. For Use by Authorized NextGen Healthcare Clients Only. Do Not Distribute. N E ><TG E N

Copyright © 2017 QSI Management, LLC. All Rights Reserved. MEALTUEARE




Consent to Share PHI

Functionality . o
ennsylvania

 Consent Policies RHIO
Share
EHR /
: —
HIE Do Not Share Delaware

- RHIO

4

Gateway,
Rosetta

g

=

Local
Hospital
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Consent to Share PHI

Setup

* HIE Gateway

« Enterprise Consent Configuration
« Required for each External System

*  NextGen Share automatically configures a consent policy for that
External System upon installation

«  Other External Systems require manual configuration
NEXTGEN

HEALTHCARE

Home Orchard ABFM LabCorp Siemens Inbound Serwvice LogView _

Tasks Enterprise Consent Configuration

General Configuration *

P e BT R
Syatem Logging ~ % NEXTGEN Medical Enterprise Orchard Policy A

Configuration

Create New External
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Consent to Share PHI

Setup
- HIE Gateway

« Consent Configuration Task tab

* Expand for more details
- Edit Consent Policy (Enterprise)

«  Policy

« Directionality
*  Default

*  Global

«  Enforcement
- Specification
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Consent to Share PHI

Setup
* HIE Gateway

« Consent Configuration Task tab
NEXTGEN

MEALTMCARE

I Home I Orxchard I ABFM I LabCorp I Siemens I Inbound Service I LogView _

Tasks  |Edit Consent Policy for NEXTGEN Medical Enterprise/Orchard

Genexal Configuration Policy Policy A ’ ?
Ratabase Configuxation - " - F—— = :
System Logging Directionality Publish )

Configuration Default Share x]

Create New External Global .

dveten Enforcement Local v ;
Consent Configuration e ————

CRR _Report Codes Specification HL7 v
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Consent to Share PHI

Setup

* HIE Gateway
« Consent Configuration Task tab

* Codes
« Values that display in the module

--— External Code -EE-
€ Yes- Code = External Code Yes - [h-.thg. Name
ra ¥ No - Code I'm External Code No- Dusplay I'-:
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Consent to Share PHI

Setup

* HIE Gateway
« Consent Configuration Task tab

* Practice Overrides
« List Practices that do not want to share with this External System

Practice Overrides

&
| |  PracticeName = |  Practice Address | Consent
# (% NEXTGEN Medical Practice (Horshan) 795 Horsham Road Horsham. p ey

150044
Eave|
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Consent to Share PHI

Setup

* File Maintenance — Practice Preferences

* Required for Practice Override setting to function
* External tab

« Override Enterprise Connectivity Preferences
* Choose External System

Al Z;eferenne List |+ Extemal System Connectivity Lﬁi";
& L
Appt Scheduling . ity
AutoFlow Owemide Enterprise Connectivity Preferences
Budget Accounts L
Charge Entry = rnal System Default Content Generataor Preferred MP| System Additional MPI !
Chart S CECity
Claims L
Contract Edits
Data'Fee Ticket
EHR
| Encounters I
I:nrrnre
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Consent to Share PHI

Consent Rules

» Enterprise Default
« Configured for each External System
» Consent status applies to the whole Enterprise
« Enterprise Patient with no Patient Override

* Non-Enterprise Patient with no Practice Level or Patient Level
Override

* Practice Override

» Practice chooses to override the existing enterprise default with a
different status

* Non-Enterprise Patient with no Patient Level Override
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Consent to Share PHI

Consent Rules

« Patient Level Override

- Patient chooses a different consent status from the enterprise default
or practice override

* Trumps all other rules

- HIPAA states that consent from the patient is not needed to share
PHI for treatment, payment or operations purposes
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Consent to Share PHI

Enterprise Chart Rules

Consent Rules are affected by Enterprise Chart settings

If all patients have an Enterprise Chart, the practices do not need to set up
a Practice Override

« All patients will have the Enterprise Default

System will not allow Enterprise Chart to be enabled in Enterprise
Preferences if any consent policies exist in the database already

*  Would have to disable all consent policies to enable Enterprise Chart
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

« Enabling Enterprise Chart (at the patient level) when Consent
Policies are already created

* Enterprise Default

« Patient is using the enterprise default because no practice or patient
overrides exist

« User enables Enterprise Chart in patient demographics
« Patient is now (still) using enterprise default
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Consent to Share PHI

Enterprise Chart Rules
* Enable Enterprise Chart with Enterprise Default

Practice A Practice B Practice C

‘ Share I !
Aa" 4 4
“
| have... 9 | have...
- 1 3
; X Policy! Share ; /( Policies!
“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

*  Practice Override
- Patient defaults to the practice override (practice has override setup)
« User enables Enterprise Chart in patient demographics

«  System prompts user: “Do Not Share” policy will be created for the
Enterprise for that External System
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Consent to Share PHI

Enterprise Chart Rules
- Enable Enterprise Chart with Practice Override

Practice A Practice B Practice C

o~

- | have...
- 1
; /r Policy!

“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Enterprise Chart Rules
- Enable Enterprise Chart with Practice Override

Demographics )
Address Corlad Information
@ Biling ) Secondary || Generate System Alert v Intemational
123 West Coast Ave [+ —
4 K Ph
Gy Sae N Home Phone (610) 239-3743
Los Angeles | CA (Califonia) ] 90072 ] WA (e
Country 964-3732
P e & ® <)
Enteprise Chart
L = 57897 i 5
Martal Siztus Lo -
1) -
| Polygamous This patient’s chart is protected from sharing data in one or more practices. In i : :
Race order to enable Enterprise Chart for this patient, an enterprise level consent policy . 2
. " (X8 - v . . 2
Declined To set to 'Do Not Share' will be saved to the patient’s chart. Do you wish to continue? & o<
[7] Veteran CeqQ
B Swckcac Preferred Cortact Notfications
[V] Entemprise Chart [#] | PhonecCallPortal ||

Acsmilabnlon lom wmmmm
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

* Patient Override
- Patient is using patient override
« User enables Enterprise Chart in patient demographics
- System prompts user: Enterprise Chart cannot be enabled for this patient
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Consent to Share PHI

Enterprise Chart Rules
« Enable Enterprise Chart with Patient Override

Practice A Practice B Practice C

[
‘ N Share
“ Share ’ !

| ==} Do L J
. } ol Not : ] -~
- hare .
| have... ‘ : | have...
.- 1 - 3
; /( Policy! Share | i /" Policies!
“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Enterprise Chart Rules
- Enable Enterprise Chart with Patient Override

Chart Details

Chart Detail Infomation is stored at t
and is only available when a cha &

Default Rendering Physician ~  Default Refeming Physician

_ [x] Power PhD, James (=] (] Print Statements | | Exempt from Outsourcing
Chart UDF 1 Chart UDF 2 Pri :
sdfwe
Marketing Flan
Load these user nale | Enterprise Chart cannot be enabled
Enterprise Chart cannot be enabled - patient has saved consent directives that are
[7] Co-Managed Rl | practice specific. i
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

- Disabling Enterprise Chart (at the patient level) when Consent
Policies are already created

* Enterprise Default

- Patient is using enterprise default because no practice or patient override
exists

« User disables Enterprise Chart in patient demographics
« Patient is now (still) using enterprise default
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Consent to Share PHI

Enterprise Chart Rules
» Disable Enterprise Chart with Enterprise Default

Practice A Practice B Practice C

! | have...
3
: Policies!

“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

*  Practice Override
- Patient defaults to enterprise default
« User disables Enterprise Chart in patient demographics
- Patient is now defaulting to the practice overrides for each practice
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Consent to Share PHI

Enterprise Chart Rules
« Disable Enterprise Chart with Practice Override

Practice A Practice B Practice C

‘ \"‘y Shar; ‘
Share ! i |
Not ’ . ~

“ r/ Share ' ® {4
| have... ' } | have...
- 1 ‘ = 3
; /( Policy! ‘Share i /( Policies!
“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Enterprise Chart Rules

 Possible Scenarios

* Patient Override
- Patient is using patient override
« User disables Enterprise Chart in patient demographics
- Patient will now have separate overrides — one for each practice
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Consent to Share PHI

Enterprise Chart Rules
« Disable Enterprise Chart with Patient Override

Practice A Practice B Practice C

I have... 1 | have...
- 1 3
; X Policy! i /( Policies!

“Enterprise Eddie” “Practice Pete”
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Consent to Share PHI

Medical Summary Utility

- External System will not display in Destination list if patient does not

share with that specific External System

FiMedical summary
File  Data

39_female Test (F)

Search For Person#: 554
Patient

Address: Sdsdsa

=] 3

SSh; Schenectady, NY 12345
Contact:
Export { Import
= Clinical Information
=" € 39 female Test Details

I ] EnecDate: 2017-04-05 01:23:06 Enc Descriptic
[~ (] EncDate: 2017-04-05 01:10:50 Enc Descripti
[~ [0 Enc Date: 2017-02-23 11:16:44 Enc Descriptic
[~ ] EncDate: 2017-02-09 02:24:26 Enc Descriptic
[~ ] EncDate: 2015-10-25 03:57:42 Enc Descriptic
[ ] EneDate: 2015-10-23 12:00:51 Enc Descriptic

4

= Destination

~General ExportInformatiol

I~ 3 EncDate: 2017-04-06 12:05:47 EncDESErIDU:J

Advanced Select All Options

. 70 Fre Nate: 201412-11 18:20:09 Fre Deserintic T
>

Advarnced Selection By Date

Title: |

Confidentiality Code: INmmaIShanng

Referral Rezson: |

On Behalf Of: | <Mone=

Destination/Endpd Neztzen Share

NextG

L {Evport To File
INextGen Patient Portal

Share

~Direct Information

Associated Referral:

Preview

Practice Code: | General Medicine

= COM Respansible Provider: |<Nnne>

j c,annncumentwpe:ICCD

Export st | bew -
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Consent to Share PHI

Additional Information

- Consent options for other products that are not connected to
External Systems are separate from this Consent Module

« eRX
* |Immunizations
*  Procedures
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Thank You
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